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Abstract

This chapter examines how terrorism has changed in the twenty-first century,
emphasizing the shift from state-sponsored terrorism to dispersed extremist
networks. Countering violent extremism (CVE) has emerged as a critical strategy
in combating terrorism by addressing radicalization at its roots. Unlike
traditional counterterrorism approaches that emphasize law enforcement and
military responses, CVE focuses on prevention through community engagement,
education, digital counter-messaging, and rehabilitation programs. By fostering
trust between law enforcement and communities, promoting critical thinking in
educational settings, and challenging extremist narratives online, CVE seeks to
disrupt the recruitment process before individuals turn to violence. Despite its
potential, CVE faces significant challenges, including concerns over civil
liberties, difficulties in measuring effectiveness, and the risk of stigmatizing
targeted communities. However, international initiatives such as the U.S. CVE
strategy, the European Radicalization Awareness Network (RAN), and UN-
backed programs highlight the growing recognition of CVE as a key component
of modern counterterrorism efforts. As extremist groups continue to adapt to
geopolitical and technological changes, CVE remains essential in fostering long-
term resilience and mitigating the spread of violent ideologies. By integrating
CVE into broader security policies, governments can develop more
comprehensive strategies to prevent radicalization and enhance societal stability.

Keywords: Countering Violent Extremism (CVE) strategies, Modern terrorism
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1. Introduction

Terrorism in the twenty-first century has undergone profound changes, moving
away from traditional state-sponsored activities toward more decentralized and
independent extremist networks. This transformation has been largely driven by
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globalization, technological advancements, and the increasing use of digital
platforms for radicalization and recruitment. Unlike the Cold War era, where
terrorism was often linked to ideological struggles between states, modern
terrorism is characterized by fluid and adaptive groups operating across borders
with minimal direct state involvement. The rise of transnational terrorist
organizations, such as ISIS and Al - Qaeda, has demonstrated the effectiveness
of decentralized structures, where individuals and small cells operate
autonomously while sharing a common ideological framework.

Terrorism in the twenty-first century has evolved into a complex, technologically
driven phenomenon that poses significant challenges for governments and
societies worldwide.

2. Methodology

This research adopts a qualitative approach to examine the evolution of terrorism
in the twenty-first century, with a particular focus on decentralized extremist
networks, online radicalization, cyberterrorism, and counterterrorism strategies.
The study incorporates a combination of literature review, case study analysis,
and policy evaluation to provide a comprehensive understanding of the subject
matter.

3. The Shift from State-sponsored Terrorism to Dispersed Extremist
Networks.

Traditionally, terrorism was often linked to state sponsorship, where governments
provided financial, logistical, and ideological support to militant groups.
However, in the twenty-first century, terrorist organizations have become more
fragmented, relying on decentralized cells and lone-wolf actors who are often
radicalized online. This shift has made counterterrorism efforts more challenging,
as authorities must now combat ideologically motivated individuals rather than
state-backed entities.

India's terrorism landscape has evolved significantly from traditional state-
sponsored terrorism to a more complex, dispersed extremist network.
Historically, terrorism in India was often linked to foreign state support,
particularly from Pakistan, which backed militant groups like Lashkar-e-Taiba
and Jaish-e-Mohammed, primarily focused on insurgency in Jammu and
Kashmir. These groups operated with a hierarchical structure, receiving training,
funding, and logistical assistance directly from state actors. However, in recent

62



WISDOM Vol 2 Issue 1 Pp. 61 - 66 January — March, 2026
ISSN (P): 3108-0499 ISSN (E): 3108-351X

years, there has been a notable shift towards decentralized extremist networks that
are less reliant on overt state sponsorship and more embedded within various
socio-political and professional ecosystems inside India.

This new form of terrorism involves white-collar jihadi networks and
ideologically driven extremist groups operating through charities, educational
institutions, and professional fronts. These organizations, such as the banned
Popular Front of India (PFI), have developed sophisticated recruitment pipelines
that radicalize disenfranchised youth through religious and political narratives.
The use of encrypted communications, donations via informal banking channels,
and connections to Islamist networks in the Gulf and South Asia have expanded
their reach. These groups conduct recruitment across urban and rural areas,

targeting diverse communities with radical Islamist literature and indoctrination
through madrasas and online platforms.

The transition from kinetic, militarized state-sponsored terrorism to diffuse,
ideologically motivated extremism complicates India's counterterrorism efforts.
It requires a multifaceted response that includes intelligence operations, legal
action against socio-political fronts, community engagement, and curbing the
ideological appeal that fuels radicalization. This emerging paradigm reflects an
evolution from direct state control of terrorist acts to a sprawling, ideological
ecosystem that sustains extremist violence in India today.

4. Online Radicalization and Cyberterrorism

Terrorist organizations have increasingly relied on the internet to expand their
influence, radicalize individuals, and coordinate attacks. Encrypted messaging
apps, the dark web, and decentralized communication networks provide
extremists with secure platforms to plan operations while evading law
enforcement surveillance. Online radicalization has become a significant concern,
as individuals can be exposed to extremist content without any direct physical
contact with recruiters. This process is often gradual, involving exposure to
ideological narratives, engagement with extremist communities, and eventual
encouragement to carry out violent acts.

Online radicalization in India has become a significant national security
challenge, with terrorist groups exploiting digital platforms like social media,
encrypted messaging apps, and even emerging technologies such as Al for
spreading extremist ideologies and recruiting vulnerable youth. The National
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Investigation Agency (NIA) and state police have investigated numerous cases
related to online radicalization, leading to arrests and convictions. The Indian
government actively monitors and blocks radical content, with over 9,800 URLs
blocked in 2024 alone, using provisions under the IT Act and coordinated cyber
patrolling. Radical elements use secure apps like Signal and Telegram to evade
detection, complicating anti-radicalization efforts. This cyberterrorism threat
necessitates continuous surveillance and a coordinated multi-agency approach to
safeguard India's security.

5. Balancing security and civil liberties

One of the greatest challenges in counterterrorism efforts is ensuring that security
measures do not infringe on civil liberties. Governments must strike a balance
between preventing attacks and upholding human rights, particularly in areas
such as mass surveillance, data privacy, and freedom of expression. Overly

restrictive policies risk alienating communities, fuelling grievances, and
potentially contributing to the very radicalization they seek to prevent. This
delicate balance is especially crucial in democratic societies, where the rule of
law and fundamental freedoms must remain protected even in the face of security
threats.

Balancing security and civil liberties in India amid cyber terrorism involves
safeguarding national interests without compromising citizens' fundamental
rights. The Indian Constitution offers a legal framework that empowers
authorities to combat cyber threats effectively while mandating adherence to
constitutional protections of privacy and freedom. Laws like the IT Act and
judicial precedents, notably on privacy as a fundamental right, guide this balance.
Surveillance and preventive measures must be proportionate and transparent to
avoid misuse and protect individual freedoms. Thus, India strives to maintain
security while upholding democratic values, ensuring counter-cyberterrorism
efforts respect civil liberties.

6. Emerging Threats and Future Counterterrorism Strategies

Terrorist organizations continuously adapt to geopolitical changes and
technological advancements. The rise of artificial intelligence, encrypted
communication platforms, and the dark web poses new challenges for security
agencies. These tools enable extremist groups to recruit, finance operations, and
plan attacks while evading traditional surveillance methods. The growing use of
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Al-driven propaganda and deep fake technology further complicates
counterterrorism efforts, making it more difficult to distinguish between authentic
and manipulated information. As a response, governments must develop
innovative counterterrorism strategies that incorporate intelligence-sharing,
technological advancements, and community-based initiatives to stay ahead of
evolving threats.

Emerging cyber terrorism threats in India include ransomware attacks on critical
infrastructure, sophisticated phishing, exploitation of [oT vulnerabilities, and use
of deepfakes for misinformation. State-sponsored groups target government,
financial, and energy sectors to disrupt operations and steal data. Future
counterterrorism strategies emphasize enhancing cyber resilience through
intelligence sharing, capacity building of law enforcement, technological
upgrades like Al and zero-trust architecture, and stronger legal frameworks
including the IT Act’s provisions against cyber terrorism. Collaboration between
agencies and real-time threat intelligence is critical to thwart evolving cyber-
terror threats to national security and digital infrastructure in India.

7. Conclusion

Terrorism in the twenty-first century is a dynamic and evolving threat that
demands comprehensive and adaptable responses. The rise of digital
technologies, encrypted communications, and cyber capabilities has enabled
terrorist organizations to recruit, radicalize, and coordinate attacks with greater
efficiency. However, these advancements have also bolstered counterterrorism
efforts, providing governments with sophisticated surveillance tools, intelligence-
sharing mechanisms, and cybersecurity measures to track and disrupt terrorist
activities.

In the Indian context, terrorism remains a persistent challenge, shaped by
regional, ideological, and transnational factors. The country has witnessed both
homegrown and cross-border threats, necessitating a multi-layered approach that
combines intelligence, law enforcement, and community engagement. India’s
counterterrorism strategy has evolved to include robust cyber surveillance,
strengthened border security, and enhanced coordination among central and state
agencies. Initiatives like the National Investigation Agency (NIA) and the use of
advanced technology have improved detection and response capabilities.
However, balancing security with civil liberties remains crucial. Continued
investment in intelligence, public awareness, and international cooperation will
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be key to safeguarding India’s democracy and ensuring long-term peace and
stability in the face of evolving terrorist threats.
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